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[bookmark: _15a8lql9778t]Introduction
Cybersecurity is the protection of computing instruments or resources against unauthorised actions contradictory to the objectives and goals of the owning organization, by agents such as malicious applications (Kott, 2014). According to a Frost & Sullivan report commissioned by Microsoft (2018), Australian businesses potentially stand to lose up to an astounding total of 29 billion Australian Dollars per year due to cybersecurity incidents. This figure has sowed discord in the information technology industry, showing us how cybersecurity issues are becoming increasingly controversial and the need to imminently resolve them.
 
The swift growth in the availability and utilisation of digital data has posed critical challenges to modern businesses. Data appropriated from customers is highly sensitive and confers competitive advantages to businesses. This makes company data a significantly valuable target to external entities and is among the fundamental reasons why data breaches occur. Hence, companies must have sufficient measures and protocols in place to properly safeguard their data. Companies worldwide are projected to invest to a tune of almost $96 billion in 2018 for the security of their information systems (Gartner, 2017). However, Pierre Audoin Consultants Ltd (2015) contraindicate that data breaches are ultimately unavoidable even with extensive spending on cyber security.
 
Based on the 2013 Target data breach case presented by Dubé (2016), the gravity of the consequences of cyberattacks and data losses has been made clear to the public. A study by the Ponemon Institute (2015) posits that a cyberattack is resolved in approximately 46 days, with an average total cost of almost $1 million. To conclude, the effective mitigation of cyber threats requires a solid and methodical approach that includes identifying weak points in business processes, analysing the impact of cyber incidents and an achievable action plan for the avoidance and mitigation of cyber risks.
[bookmark: _psnldddjda8e]Section 1- Sources of Risk and Control Measures 
Part A:
According to Dube and Bernier (2011), sources of risk of data breaches arise from 4 main parties: employees, organisational partners, hackers and technological components. To prevent this, corporate and government organisations spend exuberant amount of money on instituting safety measures to protect data in strongholds. Target was the leading retailer company in cybersecurity, with extensive layers of protection and thus were well protected from data intrusions. Despite these preventative measures, Target faced a major data breach in 2013 due to hackers cleverly utilising the risk posed by the other three parties.

The hackers targeted an organisational partner, HVAC firm. Through phishing emails, they managed to get an employee to share the access code to remotely access the Target systems. This allowed them to bypass all the security layers and place a malware in the point-of-sale network used by cash registers.

Unaware and due to lack of training to recognise harmful programs, employees continued to use the registers to record and store transactional details. This unintentional action allowed the malware to copy the data and thus contributed to the leak. On the other hand, Target’s cybersecurity team failed to assess the threat properly despite multiple alerts from state-of-the-art security system, FireEye, and their own anti-virus programs. Their negligence played a pivotal role in enabling the data breach. Correct action would have resulted in identification and removal of malware software before any data was leaked.

The data was copied to a Target web server. The hackers cleverly moved the data from this server to three external servers during the company’s peak time to avoid detection. This allowed them to copy the card details and later on personal detail of each customer. This increased the severity of the problem and enabled to go unnoticed for a long period of time. 
The malware they used took advantage of the lapse in security during sever processing. Server processing requires the raw data to be stored in RAM where it is unprotected for milliseconds. Within this time, the malware copied the data. Rapid development in technology causes gaps in security which us manipulated by such harmful programs.

Part B:
Recently, concern for risk management has elevated, leading to higher pressure for organisations in regard to breaches (Richard, Frank, Miles and Lucy,2004). Target should use the COSO framework to prevent future data breaches. The initial step should establish a system with integrity and ethical value by increasing the focus on ethics that should be followed by employees. By increasing accountability of employees, there will be a larger pool of people monitoring for suspicious activities and will be able to minimise the extent of a data breach or even prevent a breach from happening (Robert,2007). This should be complemented with a regular, basic training to identify malware or suspicious programs and to report them to the cybersecurity team. 

To combat the risk posed by partnering organisations, Target can limit the access they have. This can be achieved by segmentation of the system and only offer access to the required parts. This will limit the access hackers gain if they manage to obtain the firm’s user code and password. Furthermore, Target should request partner organisations to improve their cybersecurity before allowing remote access.

High vigilance for data breaches and malware by Target’s and partner organisations’ cybersecurity systems will significantly increase difficulty of hackers gaining access into the system and thus will demotivate them.

The terminals should be constantly upgraded to ensure that the data is never unprotected. This will prevent the possibility of data leaks. Additionally, the full extent of the security programs should be used. This will decrease risk contributed by human judgement (Tsukiyama, 2018). 

Section 2- Human Dimension of Information 

Data breaches are to a great extent attributable towards human behaviour. Howarth (2014) states that the human element is involved in 95 percent of all cyber security incidents. Both Parsons et al. (2017), and Mitnick & Simon (2002) further reiterate this by concurring that in the safeguarding of an organisation’s information systems, humans are the most vulnerable element. Upon further analysis, this is due to the flexible and impressionable nature of the human mind, unlike machines which are rigid and can only perform programmed tasks. 

The human aspect is involved at least twice in the Target data breach. Target made significant investments in improving their infrastructure’s security, but access to their systems were improperly managed by system administrators. External contractors had more access than required, and they did not possess adequate training against phishing emails and other forms of social engineering. The employee who divulged system credentials had most probably done so due to affective commitment, or the emotional satisfaction gained from “helping” an influential organisation which Workman (2007) also suggests.
 
The effects of the Target data breach could have been lessened much earlier. Due to human aspects, the repercussions of the breach were actually worsened. Security experts at Target had shut off security features due to their apprehension towards new technology, and also ignored warnings of highest-priority issued by the systems. This is because humans, by nature, are resistant to change. Humans view security policies and implementations as obstacles and hence, they tend to ignore or delay carrying out the appropriate security actions.   (Pfleeger & Caputo, 2012). With a clouded judgement in security risk identification, humans will find it more challenging to contain security risks and to recognise the costs of their actions, as demonstrated by these experts.
 
Hence, human error caused by lapses in judgement caused Target’s IT department to have a myopic approach towards security, and this set up perfect conditions for the breach to occur. If not for human aspects, this breach would not have happened, as the initial social engineering attempts at acquiring Target’s system credentials would not have been successful. To summarise, Schneier (2000) further reinforces the influential part the human dimension plays in information security with a powerful quote: “Only amateurs attack machines; professionals target people.





Section 3- Disclosure of Breaches 

Part A: 
Maximising profits remains as one of the key goals for organisations (Engelbrecht, 2017), hence companies may be quite hesitant to disclose their data breaches. However, there are legislations regarding when an organisation should disclose it’s breaches. 

The Notifiable Data Breaches Scheme (NBD) poses an obligation to the organisations to “disclose the data breach to any individual whose personal information is involved” (OAIC, 2018). The Office of Australian Information commissioner (OAIC) sets out guidelines and procedures an organisation needs to follow when an “eligible data breach” has occured. When the organisation has identified that there is a data breach with reasonable evidence then it is obligated to “promptly notify individuals at likely risk of serious harm” (OAIC, 2018). In addition, they need to send a statement to the Commissioner regarding their breach. The Commissioner also includes a checklist for what sort of information needs to be disclosed to individuals who are affected.

On the other hand, reputation is another affects the decision of the business to disclose. It is likely to lose customers’ trust, potentially affect their customer base and sales. When customers are notified of the breach, this will increase the level of chaos which disproportionate to the risk the breach poses. This in turn leads to “an unwarranted loss of confidence” (Gregory, 2012) within the organisation. Hence, disclosing the breach to those who are affected of the “eligible” breach is deleterious to the company’s reputation, which affects all the people of the organisation and not only those who are affected. 

Part B: 
It is necessary for any organisation to be transparent with its operations in order to maintain a trustworthy relationship with the customers. When an organisation hesitates to disclose data breach they are willingly or unwillingly posing a risk to all potential members who are affected by the breach. The company is blinding its customers when there are chances that “someone could be using [their information]” while “they wouldn’t even know yet” (Tsukiyama, 2018). Instead, an organisation should disclose the information as soon as they have identified it as an “eligible risk” (OAIC) so that people who are affected can take necessary actions to protect their information. When the company notifies those who are affected, this could potentially “rebuild public trust” (Tsukiyama, 2018), this would highlight to their customers that the company puts emphasis in issues related to security and privacy seriously, which aids the damage in the company’s reputation. In addition, disclosing the breach to the victims shows the “ethical stance of the organisation”, by informing the consumers and obliging the legislation the organisation could reduce the consequences posed from the breach. 

Part C:
Despite being notified from a malware detection tool regarding potential fraud activity, until it was informed by the U.S. Department of Justice, Target did not take any action. After being informed it took Target 12 days to act and investigate it further. Once Target was able to determine that there was a breach, they released a public statement highlighting the breaches and informing to the public regarding how “serious” this issue is to them (A bullseye view, 2013). The duration Target took to disclose the breach, “hackers could have sold all the information” (Tsukiyama, 2018). 

When they had multiple alerts in relation to the malicious activity, Target must have emphasised and given priority to investigating the issue. However, Target neglected the alerts hence highlights the importance they show for security and privacy. Hence, like suggested by Professor Woodrow Hartzog (2015), it should be mandatory for organisation to take preventative measures to avoid such circumstances. Although, there are law enforcements regarding safety of privacy, it is also the ethical protocol that an organisation is expected to undertake during its operations. 
 
Section 4- Data Breach at Target

Equifax works to estimate and report credit risk of consumers. Retail banking organisations use Equifax to assess the suitability of customers for new loans. In September of 2017, Equifax officially notified the public that their systems, including their customer’s data had been breached by unauthorised individuals. Whilst estimates vary about the extent of information accessed by the hackers, the Wall Street Journal has reported that as many 146 million customer files may have been accessed (Andriotis, 2018). In addition the Wall Street Journal has suggested that the hackers had access to the files for four months prior to Equifax detecting their presence in July.

[bookmark: _GoBack]There has been significant criticism levelled at Equifax for the way they have handled the breach. One key criticism is the lack of action on Equifax’s behalf, when Cisco reported a security flaw in a system used by Equifax in March, the company failed to successfully introduce a patch. Upon detecting the breach in July, Equifax did act, however much of the information had already been accessed by hackers (Andriotis, Rapoport & McMillian, 2017). This slow reaction, in addition to the time taken to publicly disclose the breach has been the cause of much concern for regulators, investors and consumers (Newman, 2017). However, since the information has become available to the public, Equifax has taken more significant action. It was reported that Equifax had begun complete reviews of their security systems with help of an external firm. In addition, they have publicly declared their willingness to work with legislators and external investigators. The company has also been going through a significant movement of executive staff, as reported by business insider (Logan, 2017). This suggests the company’s willingness to start afresh and rebuild its reputation.

Whilst the company has not publicly disclosed the weaknesses in internal controls which may have contributed to the extent of the breach, there has been significant commentary on Equifax’s failures. From a series of investigations by journalists and regulators, it is clear there were a number of shortfalls in Equifax’s internal control processes. Firstly, a report completed by the United States Government Accountability Office (2018) examined an out of date digital certificate which compromised the ability of Equifax to detect unauthorised activity on their servers. This in turn extended the period of time hackers had on the server and allowed them to gather even greater amounts of information. This is a clear failure in Equifax’s detection controls.

Equifax also failed in a number of their preventative controls, such as poor security on passwords and on segmentation of their systems to hopefully contain any breach. However, the flaw which was most directly linked to the breach was Equifax’s inability to maintain up-to-date patches of their security systems. As mentioned previously, there had been reports of a flaw in the Apache Struts system which Equifax uses. Apache Struts gave clear instructions to update the system with a patch to protect against the flaw. However, Equifax failed to action maintenance of its systems until after they detected the hackers on their system. This a clear and present failure of Equifax to maintain their preventative controls was directly responsible for their vulnerability. Whilst some may argue that even with the patch the hackers may have accessed the system, it is certain that the failures to regularly maintain the system heightened the risk of a breach.

Conclusion

The security of customer and business data is of the utmost important to modern organisations. Businesses which fail to prevent unauthorised access to their data will likely suffer tremendous external and internal consequences, as the Target case and this article highlight. Whilst investment in strong defence of intellectual resources such as customer data, is expensive and time consuming, the costs associated with the organisations image and public scrutiny can be significantly worse. In saying this, in the long run Target may reduce these costs by taking advantage of opportunities.

Firstly, the response of Target has been to invest heavily in technologies and programs which will protect consumer data and reimburse affected customers. Whilst their initial response to hide the breach from public knowledge, would negatively affect their image, their willingness to investigate and improve has been forthright and made public. For example, their intention to bring forward a chip-card and identification system will show strong intention of the company to ensure customer security. Secondly, the breach of Targets systems allowed the public and shareholders to identify poor management practices within the business and make the appropriate personnel and structural changes. It is preferable to identify these practices via mechanisms such as internal audit, that don’t result in massive consequences for brand. However, it is still a benefit to the relevant parties that the appropriate changes were identified and made, as to ensure Targets long term growth and survival.

Overall the case is a clear demonstration of the dangers presented by managing a significant amount of customer data. What the case highlights is that strong internal control practices are vital in protecting an organisation against external threats. The costs of implementing these mechanisms may be extensive, however the costs associated with a breach are far greater.
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